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Sgt. Ewen ( Foreword )

‘These have been worrying times, but | would like to welcome back all the students and teachers. My dedicated team is always
there to support you. My team carried out lots of welfare checks on vulnerable students during Lockdown. And PC Palmer and PC
Banks delivered and continue to deliver online presentations to Secondary, Primary and Special Need schools giving advice
about staying safe and Well-being. Safer School Officers are now back in schools and patrolling schools and local area keeping
students safe.’

Online Safety
There have been in an increase in Social Media use during Lock-down / Isolation.
Please see a useful link that details the popular apps and games that young people have been accessing and the potential risks.

Some good advice attached on how parents can monitor social media use.

https://www.familyeducation.com/mobile-apps/a-complete-quide-to-potentially-dangerous-apps-all-parents-should-be-aware-
of



https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.familyeducation.com%2Fmobile-apps%2Fa-complete-guide-to-potentially-dangerous-apps-all-parents-should-be-aware-of&data=04%7C01%7Candrew.j.palmer%40met.police.uk%7C5d89a94a1c1c4acbd81608d8e55e1ce6%7Cf3ee2a7e72354d28ab42617c4c17f0c1%7C0%7C0%7C637511539654806866%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=LfgGnCPV2UPRnxruU0BGm2HMg3ehOWhanQXB6aE%2B3w4%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.familyeducation.com%2Fmobile-apps%2Fa-complete-guide-to-potentially-dangerous-apps-all-parents-should-be-aware-of&data=04%7C01%7Candrew.j.palmer%40met.police.uk%7C5d89a94a1c1c4acbd81608d8e55e1ce6%7Cf3ee2a7e72354d28ab42617c4c17f0c1%7C0%7C0%7C637511539654806866%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=LfgGnCPV2UPRnxruU0BGm2HMg3ehOWhanQXB6aE%2B3w4%3D&reserved=0
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LIVE STREAMING TO STRANGERS
The live stream feature on Instagram allows users to
connect with their friends and followers in real-time.
Followers can comment on the video during the broadcast
(which can be tumed off in the settings). If your child has
a private account, only their approved followers can see
their story. Itis important to note that they still may have
followers that they do not know, which means they could
be live streaming to strangers. A public account allows
anybody to view their story. We suggest that your child
goes through their followers |ist and blocks people they
do not know. An additional risk with live streams is that
your child may do something that they regret. This could
be captured by a viewer taking a screenshot and further
shared around the internat.

DAMAGETO CONFIDENCE, BODY
IMAGE & MENTAL HEALTH

When Iinfluencers. celebrities or peers use filters on their
photos or videos on Instagram, it can set unrealistic
expectations of their own appearance and create feelings
of inadequacy and low self-esteem. Children may try
to strive for a comparable number of likes on their own
photo to an image or video that has been edited heawvily.
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REMOVE PAYMENT
METHODS

If you are happy for your child to
have a card associated with their
Instagram account, we suggest
adding a PIN which needs to
be entered before making a
payment; this will also help prevent
unauthorized purchases. This can be
added in the payment settings tab.

RESTRICT MESSAGES

If your child’s account is not private,
nybody can message them and
rep y to their stories. If they do wish
to keep their account public, we
strongly recommend changing the
message reply setlings to restrict who
can message them.

@ Naflonal Online scﬂ&hr Lid

Instagram is an image and video sharing app that

allows users to share moments with the world. The

app has a live streaming feature and additional
add-ons, such as ‘Boomerang’, ‘Hyperlapse’ and
‘Layout; which can be used to enhance their
feed. Users can choose to add filters and make
adjustments to their photos, such as brightness/

contrast. To make their content more ‘searchable;,

users can include hashtags in their uploads to
make them easier to find.

ﬁ)aren[s need to ki Inow aBout

STAGRAM

PHOTO / VIDEO SHARING
Posting photos and videos is Instagram’s biggest selling
point, 50 with sharing images comes risks. A photo which
includes landmarks in the area, their school uniform,
stroat nama, house and aven tagging in tha location of
the photo uploaded to Instagram can expose the child’s
location making it easy to locate them. If their account is
not set to private, anyone can access their account and see

their images.

**¥*NEW FOR MAY 2018%**

IN-APP PAYMENTS

Instagram is rolling out in-app payments
for products and services directly through
the app. It will operate under the same rules
as Facebook Payments, which state if you
are under the age of 18, you can only use
Facebook Payments with the involvement of
a parent or guardian.

HIJACKED HASHTAGS
Like Twitter, hachtags are also an extremely prominant
tool in instagram and with that, comes potential risks
for your child.Ona person may use a seemingly Innocent
hashtag with ane thing In mind and before you know It,
hundreds of peopla could be using the same hashtag for
somathing inappropriate or dangerous that your child
¥ Idn't be d to.

LOCATION TAGGING

Public locations can be added to a users photos/videos
and also to their stories. While this may seem lke a good
idea at the time, it can expose your childs location; this is

particularly more of a risk if it Is on their story, as itis in

realtime.

Top Tipfg

***NEW FOR MAY 2018%**

FILTER INAPROPRIATE
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TURN OFF SHARING

Even though this feature will not stop
people from taking screenshots, it
will stop others being able to directly

COMMENTS

Instagram announced on 1st May
that they now have an ‘anti-bullying’
filter on the app. The new filter hides

share photos and videos from a
story as a message to another user.
This feature can be turned off in the

setlings. We also recommend turning
off the feature which automatically

comments containing attacks on a
person's appearance or character,
as well as threats to a person's well-
being or heaith. The filter will also alert
Instagram to repeated problems so
they can take action on the user if
necessary. This Is an automatic filter,
but it can be turned off. Make sure this
is turned on in the apps settings.

shares photos and videos from a story
to a Facebook account.

USE A PRIVATE ACCOUNT

);"Ideiuuli, any image or video your
child uploads to Instagram is visible
to anyone. A private account means
that you have to approve a request

if somebody wants to follow you and
only people you approve will see

your posts and videos. ( )

www.nationalonlinesafety.com




What,

YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice
and entertainment, YouTube now has 1.9 billion logged-in
monthly users who watch a billion hours of video daily. Most
of the content on Google-owned YouTube is uploaded by
individuals, but organisations and media companies also offer
some of their content via this platform.
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YouTube%s:

SPENDING A PREMIUM

YouTube Premium (formerly YouTube Red)isa

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the

SHARING VIDEOS AGE-INAPPROPRIATE VIDEOS

As well as watching videos, many children are keen to share their
own videos anline, emulating their YouTube heroes, such as
Stampy or DanTDM. However, if they post something on YouTube,
they may later regret it or feel embarrassed about what they have
shared. There is also a risk that they will receive hurtful or

As YouTube is the biggest video sharing website in the
world, there is content ilable for all ages, ing that
some content will not be appropriate for your child. If you
think that content is unsuitable, there is a flagging feature

to submit it for review by YouTube staff, but you will need to

background, gives exclusive access to original content and a
separate music streaming service and gaming app.

DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS

On YouTube, ‘challenge videos' are shared quickly and can be
very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
a river and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult to keep up with the latest ones,

be aware that just because video is not appropriate fora
younger audience, it may not violate YouTube’s policies.
YouTube has mechanisms in place to automatically remove
explicit and harmful content, yet offensive content may still
slip through.

e
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OPT FOR A FAMILY PREMIUM PLAN

A YouTube family Premium plan may be a cost-effective
option if you have more than one child. For £17.99 a month,

negative comments regarding not only their content, but also
their . YouTube section is inf; for
being one of the most opinionated on the Intermnet.

IN-APP MESSAGING
When your child is logged into their Google account and browsing
the YouTube website, they can share and talk about videos with
their friends using the chat bubble, This can be found at the top
right of the desktop site or through in-app messaging on their
mobile or tablet. When they tap on the ‘Friends’ icon, they have a
list of suggested people from their contacts - which can be any
contact they've had on Google or somebody who has sent them
an invite link.

Top Tiffg

BLOCKING ACCOUNTS e
When using YouTube, there may be instances where your child
receives negative comments. If somebody’s giving your child a
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TURN ON‘RESTRICTED’ MODE

"Restricted Mode' is an optional setting you can use to help

screen out potentially mature content you may prefer your
child not to see. Restricted Mode works on the browser or
device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Desktop: Mobile:

= Go to the bottom of any = Tap the three vertical
YouTube page and switch dots at the top-right on
‘Restricted Mode' to ‘ON.’ the screen and press,

« To make it more difficult ‘Settings.
for this to be turned off, = Click on "Restricted
you will be given the mode filtering.
option to lock restricted « Press 'Restrict.
mode onto your browser,

Please note that you can't ‘lock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to tumn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT
By having a shared family Google account, checking the
history will enable you to see exactly what your child is
watching and sharing on YouTube. To see the history on a
computer, on the right hand menu under the library
section, click 'History. On mobiles, the viewing history can
be found by clicking on the ‘Library’ tab.

difficult time, here’s how to block them and prevent future
comments and replies:
Go to their channel/account by clicking on their name.
Click on "About.
Tap the dropdown box with an image of a flag on it, ’
= Press ‘Block user’
Tap'Submit.”

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The only way know what your child may have been
watching is to regularly monitor them. You can do this by
checking their viewing history. YouTube videos can also be
easily downloaded, so it is important that your child
understands the associated dangers of content they are
uploading and that it could harm their online reputation in
the future. Show them how to set their videos to private or
choose a small network of YouTubers to share with. To get
started, your child can use YouTube Studio which offers
learmna di ol ting a YouTube ch, I, however,
you should encourage them not to use their real name.

*NEW FEATURES*

DIGITAL WELLBEING
YouTube has launched a tool called ‘Time Watched' that allows
you to see how long has been spent on the platform. Once you
have discovered how much time has been spent on the app,

there is the option to set a time limit. Once the limit is reached,

a reminder will pop up on the screen. You can also disable
sounds and vibrations to help resist the urge to check for
notifications.
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« Stampy

* Yogscast Lewis & Simon
+ PewDiePie

+ EthanGamer

iwatchiv=cfrantPeeM, hispswwayoutube.comy
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commonsensemediaorgblog/poputar-youtube-gamers-kids-Cant-get-enough-ofStamp

it allows you to share a YouTube paid membership with up to
five other family members - aged 13 and older - living in the
same household. As the account holder, or family manager,
you must create a Google family account.

MANAGING IN-APP MESSAGES
If your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers ta them. You can remove someone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red ‘x

POPULAR YOUTUBE GAMERS
There are hundreds of YouTube accounts which show other
people playing and commenting on games. These are called
‘Let’s Play’ videos. While YouTube can be a great resource for
hints, tips and news for games, it is a good idea for parents
to keep a close eye on what YouTuber's are posting. Often,
the games they are playing will contain strong language and
violence. A few examples of popular YouTube gamers for you
to have a look at are:
= PopularMMOs
« Captainsparklez
» Jacksepticeye
= LtCorbis

Markiplier « DanTDM

atchiv=LaxuyThe-he _
. youtubecom fwatch y=dyeld ] blsig
ock-somecne-youtube




TikTok is a global video community where users create,
share and discover ‘funny and memorable moments'via
short video clips - typically about 15 seconds long. Videos
can be ‘spiced up’ with special effect filters, stickers, music
and sound clips. Currently one of the world's most popular
apps. TikTok was formerly known as Musical.ly, before it

was rebranded by the Chinese
Movember 2017. If your child had previously had a
Musical.ly account, all of their videos and personal

settings will have automatically been moved to TikTok.

company that acquired it in

What, parens need fo know about

TikTok

y BEING INFLUENCED
Mare than one third of children aged 6-17 consider ‘social
media stars’ to be among their top role models. There are

millions of cr on TikTok, sh: ing their ‘talents,
moments and knowledge, from singing to dancing to stunts
and comedy skits, which receive thousands of likes and

| comments from around the world, quickly turning people into

“stars’ There is the danger that children may develop

unrealistic expectations of how they should look and behave

on the app in order to become the next ‘star’ Th-rm-yhm

h (N CONTENT

Some of the outfits and I!IM: mn’mmvidmsm belwal‘ﬂy

sexual and p some

mMg concerning content, such as videos that promote
anorexia, porn, self-harm and viclence,

DANGEROUS TRENDS &
CHALLENGES

Onﬂil'ut. there are always ‘trending challenges’ and

{feelings of inadequacy and low self-esteem or b
by certain opinions.,

INAPPROPRIATE SONG LYRICS
kTok lets users lip-sync to their favourite songs and produce
their own music videos. Some of the music choices contain
swear words or sexual themes. So not only can children be

dto tially | 4 but they can

deast themselves miming or singing these lyrics.

¢

1 can copy or build upen, and sometimes,
these challenges can pose risks to young people.

STRANGERS CAN FOLLOW
YOUR CHILDREN

If your child's profile is open, strangers can use the app to
comment an youuhlld'l videos. While ﬁhhn‘uhnn
inister, it gives jal predators the ability to conta

your child W the platform,
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S~ TALK ABOUT THE PITFALLS OF
OVERSHARING

Encourage your kids to always think before they do, say, like
or post anything online, explaining that their 'digital
| footprint’ can shape their online reputation and the way
that other people see them. Something they may find funny
and entertaining now may impact them in the future. Talk
about how to deal with peer pressure and how doing
something they think will impress others could affect them.

HANDLING CRITICISM

While it's fantastic to see your child being creative and
expressive and bonding with pecple with similar interests,
they need to be aware that not everyone will be supportive
online. Comments can be negative or even cruel. Make sure
they know how to comment respectfully and handle
negative feedback. In the app's Privacy and Safety settings,
your child can decide who can react to their videos, who can
comment, and who can send them private chat messages.
We suggest using these settings so only their friends can
interact with their posts.

Top Tips

IN-APP PURCHASES

Of course, as with many apps, there's a paid element to

TikTok. Users can buy virtual coins to be exchanged for
wvirtual gifts - for example, if they like a specific mlen,yanr

child can use coins to purchase emajis to show
These can be expensive and easily purchased - ﬂlmllﬂ!l
option to buy 10,000 coins for £97.99 with a one-click buy
button.

ANYONE CAN SEE YOUR
CHILD'S CREATIONS

TikTok encourages users to‘share their passion and creative
expression through their videos' and while something may

seem fun at the time, videos can get in the wrong hands and

cause embarrassment in the future. If posted publicly,

anyone in the world can see your child's homemade music
- video and potentially cause bullying within personal

’ friendship groups or even online.

)
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(" SIGNING UPWITH THE

CORRECT AGE

When signing up to TikTok, you are prompted to input your
birth date. If your child inputs their age as ‘'under 13] the app
will not allow them to sign up and will be locked for 24 hours,

The app is intended for users aged 13+, so explain that the

rating is there for a reason; to keep them protected from

online dangers. It is actually possible to watch TikTok videos
without even creating an account, so it's important to check if
your underage child has downloaded the app to their devices.

USE THEDIGITAL
WELLBEING' SETTING
If you're concerned about the amount of time your child is
spending on TikTok, in the app's setting, you can switch
on a feature called Digital Wellbeing. This includes ‘Screen
Management' to limit the amount of time your child spends
on the app.

SET THE ACCOUNT TO PRIVATE

This means that only people who you and your child approve
of can see their creations. To make an account private, tap the
three dots at the top right of the screen to access settings.
Click *Privacy and Safety’ Scroll down until you find ‘Private
Account’ and turn this setting on.

www.nationalonlinesafety.com

REPORT INAPPROPRIATE CONTENT |

If you or your child see something on TikTok that appears to be |

inappropriate, they can report content in different ways within
the app. They can report an account, video, comment or chat
conversation by simply tapping ‘Report’ In the app's ‘Digital
Wellbeing' feature, there is also an ‘Enhanced Restricted Mode!
which limits the appearance of videes that maynot be
appropriate for all audiences.

AVOID IDENTIFIABLE OBJECTS..
To ensure that there's no way of anyone tracking your child’s
location or identity, make it clear to them that they should
never film a video in their school uniform or near a landmark
that gives away where they live.

DISCUSS IN-APP PURCHASES
To lower the risk of your child making accidental in-app
purchases, teach them exactly what in-app purchases are and
the risks of making them without permission. Tell them that
they are not essential to enjoy the app and that if they want to
make a purchase, they should always ask you beforehand. In

disable the function of purchasing coins and sending gifts.

the app’s ‘Digital Wellbeing’ feature, there is the option to




WhatsApp is one of the most popular messaging apps in
the world, with more than 1.5 billion people in more than

180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video

calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which means that messages

can only be read by the sender and the recipientin

one-to-one chats, or all members if it is a group chat. Not

even WhatsApp can read them.

= What PC[PGTILS need fo know about ©

WhatsApp

AGE LIMIT CHANGE

Since May 2018, the minimum age for using WhatsApp is 16
years old if you live in the European Union, including the UK,
Prior to this, the minimum age was 13, which still applies for
the rest of the world. WhatsApp has not yet stated whether it
will take action against anyone aged between 13 and 16 who

already hold accounts under the old terms and conditions,
such as closing their account or seeking parental parmission.

SCAM MESSAGES
Occasionally on WhatsApp, people receive spam messages
from unautherised third parties or from fraudsters
pretending to offer prizes to lucky people; enc i

i

FAKE NEWS AND HOAXES
WhatsApp has been linked to enabling the spread of

dangerous viral rumours. In India, for example, a number of

attacks appear to have been sparked by false rumours shared
on WhatsApp.
% THE'ONLY ADMIN’ FEATURE
AND CYBERBULLYING

Cyberbullying is the act of sending threatening or taunting

text messages, voice messages, pictures and videos, with the

aim to hurt and humiliate the receiver. The group chat and
group video call features are graat for multiple people to chat

recipients to click on a link to win a prize. A common scam
involves messages warning recipients that their WhatsApp
subscription has run out with the hope that people are
duped into providing their payment details. Other scam
messages include instructions to forward the message in
lilurn for a reward or gift from WhatsApp or another person.

simul but there is the potential for people to hurt
others with their comments or jokes. The ‘only admin’ feature
gives the admin of a group chat greater control over who can
send messages. Whilst this can be good for one-way
announcements, the group admin has the power to block
body from fing to an offensi in achat,
which could result in a child being upset and unable to re|
u g up ply.

e
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CONNECTING WITH STRANGERS
To start a chat in WhatsApp, you need to know the mobile
number of the contact you want to speak to and they also need
to have the app downloaded. WhatsApp can find contacts by
accessing the address book of a device and recognising which
of those contacts are using WhatsApp. If your child has shared
their mobile number with some- body they don’t know, they can
use it to get in touch via WhatsApp.

LIVE LOCATION SHARING
WhatsApp's ‘Live Location’ feature enables users to share their
current location in real time to their contacts in a chat, allowing
friends to show their movements. The feature, which can be
found by pressing the ‘attach’ button, is described by WhatsApp
as a“simple and secure way to let people know where you are”
Location-sharing is already a common feature on other social
apps, including Snapchat’s Snap Map and Facebook Messenger
and can be a useful way for a child to let loved ones know they
are safe. However, if your child is in a group chat with people
they do not kinow, they will be exposing their location.

National
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CREATE A SAFE PROFILE
Even though somebody would need your child's phone number
to add them as a contact, as an extra security measure we
suggest alvering their profile sertings to control who can see
their profile photo and status. The options to choose from are
‘Everyone, My Contacts’ and ‘'Mobody. We suggest selecting "My
Contacts’ or 'Nobody” to ensure their profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

¥ your child has received spam or offensive
messages, calls or attachments from a contact,
they should block them. Messages and status
updates sent by a blocked contact will not
show up on the phona and will stay
deli . Blocki will not
remove this contact from the contact list -
they will need to be removed from the phone’s
address book. To block a contact, your child
needs to open the person's chat stream and
tap on the settings.

.
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REPORT SCAM MESSAGES
Advise your child not to tap, share or forward any message that
looks suspicious or sounds too good to be true. When your
child i} a ga from an for the first
time, they will ba given the option to repart the number as
spam directly inside the chat. They can also report a contact or
agroup as spam using the following steps: 1) Open the chat.
2)Tap on the contact or group name to open their profile
information. 3} Scroll to the bottom and tap ‘Report Spam.

LEAVE A GROUP
If your child is part of a group chat that makes them feel
uncomfortable or has been added to a group they don't want to
be part of, use the group’s settings to show them how ta leave.
If sameone exits a group, the admin can add them back in once,
If they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY
i your child needs to use the 'Live Location’ feature to share
with you or a friend, advise them to only share it for the amount
of time they need to. WhatsApp gives the options of either 15
minutes, one hour or eight hours. However, your child can

2 National Online Sofety Lid
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choose to stop sharing at any time.

remember that recipients may have seen and screenshot a

DELETE ACCIDENTAL
MESSAGES
If your child has sent a message to the wrong chat
orif a message they sent has contained a mistake,
they can delete it. To do this, simply tap and hold on
the message, choose ‘Delete’ and then 'Delete for

everyone. The app allows seven minutes to delete the
message after it has been sent, but it is important to

message before it was deleted.

SET TIME LIMITS

A 2017 study found that by the age of 14 the average child
will have sent more than 35,000 texts, 30,000 WhatsApp
messages and racked up more than three solid weeks of

video chat. Although it is inevitable that your child will use
technology, you can still set boundaries. This is not easy,

especially since teens use their devices for both
schoalwork and free time, often simultaneously.

,
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Reddit is a rather unique site that blends the idea of a social

network with news, discussion forums and various other media.

The site is broken down into a huge number of categories

covering every topic imaginable. Each category is treated as a
community and users can submit content for others to see and
comment on. This can take the form of links to existing online
content or user-generated text and image-Based submissions.

Submitted content can not only begommented on by others,

but also rated using the upvote/downvote system.

a'L Pc;ren];s need fo kno aou

SUB-REDDITS
Each community (known as a sub-reddit) has its own set
of moderators and its own set of rules, opening up the
epportunity for your child to see inappropriate content
or somathing they may find upsetting. Almost evary
subreddit is user-run, with practically no invelvement
from reddit employees. Anyone can submit content to &

sub-reddit and it's not filtared
REDDIT GOLD AND GIFTS P
Reddit Gold is a premium membership
scheme that gives ‘extra features to improve the reddit
ience; such as no ad s, custom themes and
avatars, and the ability to create Reddit secret societies.
Payment costs $3.99 a month [around £3), or $29.99a
year (£23). Users can reward each other for content they
post by giving Reddit Gold, a process dubbed 'gllding.”

Reddit Gifts is a giant anline gift exchange for sending a
gift to a randomly assigned user. Redditr

ADULT AND NSFW CONTENT
While there are moderators in place for sub-reddits, they are
not necessarily going to ensure that the sort of content you
wouldn't want your child to see is banned. Reddit is
concerned with free speach and light-touch moderation, so
even the most open-minded of people may find deeply
offensive content. Reddit generally provides a lot of leeway in
the typa of content which is accaptable. Soma members
choose vulgar while some ities h:
controversial or rude titles. Some contant or communities are
marked with ‘NSFW' (Not Safe For Work) which means they
may contain nudity, pornography, or profanity; it is easy for
users to claim to be aged 18 and over to view thi: tent.

CONTENT BIAS

AND FAKE NEWS

Subreddits are particularly prone to bias - to the extent
that some of them could be seen as propaganda. Reddit
has been mentioned as one of the platforms used to

P p q for example. Other news
stories can be completely false and not based on any
evidence at all - known as fake news - these are written
and posted online deliberately to create an impact. Both
are nearly impossible to avoid.

TROLLS AND STRANGERS

REDDIT LINGO
Childiren and teenagers often manage to mask what they are
talking about by wrapping it up in language their parents do
not understand, While Reddit is certainly not used just by

that you spend around $20 on a gift, so there is a concern
that your child could rack up expenses if unmonitored.

~

child, like any onfine community there are

words, phrases and abbrevi hat may seem | t

ble to start with, such as TL:DR: Too Long; Didn't Read and ITT:
In this thread.

of people of all ages use the Reddit
platform to discuss any topic imaginable from just about
every possi U Although people can find users
who have similar interests, some will choose to abuse the
platform. Talking with strangers can lead to trolling and
abuse, or your child encountering unsavoury subjects.
Reddit users can also send each other private messages, so
there is a danger of your child receiving inappropriate or
unwanted communication,
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TURN SAFE BROWSING MODE ON
AND ADULT CONTENT OFF
Some sub-reddits are marked as‘adult-only’ and in order to
access them users must be (or at least say thoy are) 18 or over.
Within your child's user profile, it is possible to indicate that
they are not 18 and this will block access to some sub-reddits,
but certainly not everything you might consider to be
unsuitable. Firstly, to protect them from unsuitable content,
check that they have used their correct age when signing up.
Secondly; turn off ‘adult content’ which will disable adult and
NSFW (not safe for work) content from showing in the feed

and search results. If you are happy to leave ‘adult content’
turned on, we highly recommend turning on ‘safe

REPORTING CONTENT
To a certain extent it can be useful to leam to
just walk away from conversations that take &
turn for the worse, but this is not always
possible. Learn how to use the blocking
feature and teach your child how to use it if
someone becomes a problem, Beneath all
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submitted by other users, there is an option to
report it- Advise your child to report any form
of abuse or b nt that they onthe
platform. It is a good way to alert moderators to the user
and hopefully; action will be taken against them,

SPOT FAKE NEWS
Encourage your child to read around topics and not to take
something at face value. Just because something is said by
someone on Reddit, in no way does this mean that itis true.

mode; this blurs and media p for any

i)

i that the links people post and the comments
they leave will cover the full range of political views,
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LEARN THE LINGO
itis impossible to provide & guide to all the vocabulary and
language used on Reddit - itis hing that is ¥
evolving. There are some words and abbreviations that have
b Internet p ch as NSFW|. If you
wrant to check anything which your child has accessed (which
can be seen in the ‘Recently viewed links’ panel on the front
page of the site], be i to do alittle hing if you
encounter things you are unable to make sense ol. There's
probably a sub-reddit all about acronyms!

BLOCKING STRANGERS
Short of blocking access to Reddit completely, or blocking
individual sub-reddits, it's difficult to police your child's use
of the site without physically monitoring what they are
doing. It is important to let your child know that there are
unpleasant people oul there and they need to take care
Should start
to be a harassment, you can control who can send you
private messages and add users to a blocked list by simply

A

labelled NSFW {not safe for work). 1 licking on the ‘Block User’ button.
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A whole school community approach to onfine safety

www.nationalonlinesafety.com

Email us ot helio@notioncionknesofety.com or ool us on 0800 368 806 1

Itisa good idea to ?‘ut in place parental controls for all online
our ¢

ild may use to purchase or download online
PP Ston Goog Pl? Store, PlayStation Store and
box Store etc.
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1 KEEP YOUR PERSONAL 1 ACCEPT FRIEND REQUESTS FROM
INFORMATION PRIVATE ONLINE STRANGERS OR PEOPLE YOU DON'T KNOW

©
SPEND TOO MUCH TIME ON YOUR DEVICE

2 SPEAK POLITELY AND BE KIND TO OTHERS (]
WHEN YOU SPEAK TO THEM ONLINE

a " BULLIES OR PEOPLE WHO SEND YOU
3 TELL A TRUSTED ADULT IF YOU NASTY MESSAGES °
ARE BEING BULLIED ONLINE

copy PEOPLE'S WORK ONUINE (B ¥ ovosce,
OR PRETEND IT IS YOURS

4
+ USE PASSWORDS TO PROTECT G;% e
YOUR PERSONAL INFORMATION ¥

5

BE MEAN OR NASTY ONLINE a

vt L

s ALWAYS CHECK WITH A TRUSTED il
ADULT FIRST BEFORE USING A DEVICE
OR DOWNLOADING A NEW APP ] USE YOUR DEVICES CLOSE TO BEDTIME ©

6 TELL A TRUSTED ADULT IF YOU SEE (”'“é
SOMETHING ONLINE WHICH YOU DONTLIKE 7 SHARE PERSONAL INFORMATION ON @) ©
- THE INTERNET WITH STRANGERS

7 USE THE INTERNET TO HAVE FUN @

AND TO HELP YOU FIND OUT
INFORMATION ABOUT THINGS 6 e ‘.

| (®

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /INationalOnlineSafety

Usars of this guide do 1o ot thelr own discretion. Mo liability is entered inte. Current a4 of the date of release: 217.11.2019

March 1, 2021 Page 8




National
Online
Safety

LIMIT GAME TIME

Parents can use parental confrols on Xbex and PC fo limit the
time your child is playing games on the devices. Be aware that
the game is available on iOS and will soon be available on all
mobiles. With this in mind, it is worth having a conversation with
your child fo discuss and agree how long you would like them
to spend on games. Even thuu?h the games last around 20
minutes, it may be hard fo fake them away from a game mid
play. It may be worth using a limit of the amount of malches
they play ruﬁm than a time limif.

# 6 PREVENT THEM TALKINGTO STRANGERS

There is an option to turn off the voice chat feature, which
means they wouldn't be able fo talk fo anybody, including
their friends. Your child will still be able to use the in-app chat
and hear other people’s conversafions. To furn off voice chat,
open the Settings menu In the top right of the main Forinite
page, then click on the cog icon. Open the Audio tab ot the
top of the screen. from there, you can turn off voice chat.

10 LOOKOUTFORVBUCKSCAMS

It is important that your children are aware of the scams that
they may come across online in association with the game,
Open up conversation with them about scams and how they
should never share their username or password with people in
order fo gain anything for the game.
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# 2 RESTRICT PAYMENT METHODS

‘Forinite: Baltle Royale' is a free fo play game, but there are sfill

oplions fo make additional purchases. If you do not want your
child to make payments, ensure your card is not associated
with their account. If you are happy for your child to make
payments in the game, but want o limit spending, we suggest
using a paysafecard, or a games console gift card. These can
be purchased in specific amounts, which will allow you te
limit how much your child spends and removes the need for a
credi/debit card fo be used with their account.

#/ } SHOWTHEM HOWTO MAKE A REPORT

If your child believes a player Is playing or talking
inappropriately, you should advise them to report them. Te
report a player, you can use the In-game feedback tool
located in the Main Menu of the game. Additionally, you can
report a player In-game when spectating them.

# () USE A STRONG PASSWORD

It may seem like a simple tip, but it Is important that your
child selects a strong password when creating an account,
particularly if a credit/debif card is associated with fhe
account, This will help reduce the risk of their account being

hacked.

Sources
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htip://lorinliehelp.eplcgames.com/ hiips://pegl.info/ hitps://www.lorbes.com/sies/erdkkain/2018/03/12/
lorinile-accounts-hacked-how-lo-protect:y oursell-and-what-lo-do-ll-youve-been-compromised/#140cfe7cally
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National Day of

Reflection
23 March

Remember Reflect [nite

Since the first lockdown began in 2020, thousands of people have
died. Let’s come together to reflect on our collective loss, support
those who've been bereaved, and hope for a brighter future

Ir Ch||d|_|ne CRIMESTOPPERS
|\ ‘; “ Jogo0 1M \ 0800 555 111

Call anonymously with information about crime
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If you have any questions or would like us to cover a topic in future newsletters please let us know.
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